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Abstract

The public key cryptosystem is an extension of an asymmetric key cryptosystem. The
public key cryptosystems have been developed based on the concepts of matrix, polynomial and
polynomial decomposition. In this study, we will introduce the public key cryptosystem over
polynomial composition. This research is a literature study. The results show that the
polynomial composition can be used in public-key cryptosystems by modifying special

functions to apply commutative properties.
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INTRODUCTION

The cryptosystem consists of a
symmetry  key cryptosystem and an
asymmetric key cryptosystem. In symmetric-
key cryptosystems, the sender and recipient of
the message have the same private key. They
must protect the private key of the other party
to keep the message safe. For this reason, the
sender and recipient of the message will send a
private key through a secure path. Whereas in
the asymmetric key cryptosystem, the recipient
and sender of the message have different keys.
In asymmetric key cryptosystems are known as
private key and public key. A recipient of the
message must generate the key pairs (public
and private keys). Furthermore, the public key
will be sent to the message sender. Next, the
message sender will encrypt the plaintext (the
original message). The results of encryption in
the form of ciphertext. These results will be
sent back to the recipient of the message.
Furthermore, the recipient of the message will
do a description to restore the plaintext (the
original message) with the help of a private
key.

In recent years, the symmetrical key
cryptosystems are becoming obsolete. The
asymmetric key cryptographic system is used
and developed. The key pair of the asymmetric
key cryptosystem is generated by the recipient
of the message. Whereas in the latest
developments the asymmetric key system is
generated together by the sender and receiver
of the message. This cryptosystem is known as
the public-key cryptosystem. The public key
cryptosystems have been developed on the
non-commutative division semiring and matrix
(Andrecut, 2015; Anjaneyulu & Sanyasirao,
2014; Dwivedi, et. al., 2011). Furthermore, the
public key cryptosystems have also been
developed for various matrix decomposition
(Liu, et. al, 2016) and polynomial
decomposition (Ezhilmaran & Muthukumaran,
2016; Tsaban, 2015; Valluri, 2014).
Nevertheless, the developed public key
cryptosystem still has weaknesses (Liu, et. al.,
2017).

For this reason, in this paper, we will
introduce a public-key cryptosystem developed
on the concept of polynomial composition.



Basically, polynomial compositions are not
commutative, so we will modify some
polynomials so that they are commutative to
the operation of polynomial compositions.

METHOD

This research is a literature study. The
main reference in this study is a journal
entitled Cryptanalysis of Schemes Based on
Polynomial ~ Symmetrical = Decomposition.
Furthermore, the proposed public key
cryptosystem will be analyzed base on the
function and polynomial composition (Anton
& Rorres, 2013; Lang, 1993).

RESULTS AND DISCUSSION

Preliminaries
General linear group GL, (F,) is a set of

all nxn-sized invertible matrices over finite
fields. In mathematically, this concept is

notated GL, (F,)={a;|det=0}. In this study,
we choose F,=7, so we get GL,(Z,).

Since p is prime, the inverse element of

nonzero elements is always present over
modulo p . The number of elements (order of

element) of GL(n,Zp) is
‘GL(n, F, )‘ =(a"-1)(a"* ~q)...(a" -q"")
=TT (o o) |
If we have GL(2,Z, ), then the numbers
of elements are (2°-1)(2°-2)=6, namely

oG ol |
206 200 ¢

Note that the determinants of the above
matrices are not zero. If formed

GL(2.2,)=

1 2
Az{ }eGL(Z,ZJ,then
2 6

170

det(A)=2mod7=2. Note that applies
2.4=8 mod7=1. Thus, we get

Al o)

a6 2
2 1

1 2
Thus, an Az{2 6i|GGL(2,Z7)

always has an inverse of modulo p.

Furthermore, M, (F,) is a group with any size

nxn matrix over the field F, . Note that
GL, (Fy) =M, (R,)-
Description of Schemes Based on

Polynomial Symmetrical Decomposition

The public key cryptosystem was
introduced using the concept of Polynomial
Symmetrical Decomposition (Liu, et. al.,
2017). This scheme introduces the key
generation between the sender and recipient of
the message. This key agreement protocol uses

a non-commutative group (Mn(Fq),a,b),

where (Mn(Fq),.) is a non-commutative

group and a,beZ.

Suppose there is a polynomial
f(x)=4x*+x+1eR[x]. ~We  choose

1 2
P:{ }eGLZ(&). Next, we form the
01

polynomial symmetrical decomposition
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f(P)=4P*+P+1

SRR

6 18
= mod5
o o)

|13
o 1
Next, we defined

£2(P)=f(P)...f(P).

a factor

Key Generator of Schemes Based on
Polynomial Symmetrical Decomposition

We choose PeGL,(F,), QeM,(F,),

where PQ=QP. Output (P,Q) is a public
key pair.

1. Max chooses any

f(x)eF,[x]. He

polynomial
calculates

f(P)eGL,(F,) and
y=f*(P)Qf°(P). He sends y to
Baig.
2. Baiq chooses any polynomial
h(x)e F,[x]. She calculates
h(P)eGL,(F,) and
u=h*(P)Qh°(P). He sends u to

Max.
3. After the protocol running, Max and
Baiq have the same key, i.e.

K=f?(P)uf’(P)=h*(P)yh°(P).
This is proven as follows
f2(P)uf®(P)

=h*(P)yh*(P)
Furthermore, encryption and description
lie in the agreement of the sender and receiver.

71

In this study, we use the addition operation and
the inverse of adding integers. If there is a
message (plaintext) P then encryption
C=P+K. Next, to get P, we do the
description P=C -K..

In essence, this scheme offers the use of
a matrix and its decomposition to build key
generation protocols.

Description of Schemes Based on
Polynomial Composition

In the proposed scheme, we designed a
simpler key generation system. We don't have
to use matrix computation and its complex
decomposition. This public key cryptosystem
was developed based on the concept of
polynomial composition. If any polynomials

g(x)eF,[x] and j(x)eF,[x] are given
then (ge j)(x)=(jog)(x) does not apply.
Next, we choose f(x)=ax and h(x)=bx,
with a,b €Z. Note that applies
(feh)(x)=f(h(x))
= f (bx)
= abx
=bax
=h(ax)
=h(f(x))
=(hef)(x)
Thus, we get (foh)(x)=(heof)(x), where
f(x)=ax and h(x)=bx, with a,beZ.
Suppose there is a polynomial
g(x)=4x’+x+1leR[x]. We  choose
f(x)=2xeR[x] and h(x)=4xeR][x].
Next, we form
(feg)(x)="f(g(x))
=(8x* +2x+2)mod5
=3x" +2X+2

and
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=(16x2 +2x+1) mod5
X

+2X+1.

2
(x)=(g°f)(x) and

Nevertheless, we have

Note that (f-g)
(heg)(x)#(g°h)(x).
(foh)(x)=(hof)(x). We will apply these
special characteristics to the proposed
algorithm.
Key Generator of Schemes Based on
Polynomial Composition
We choose any polynomial

g(x)eF,[x]. Output g(x) is a public key.

1. Max chooses any polynomial

f(x)=ax. He calculates
y(x)=(feoge f)(x) and sends y(x)
to Baig.

2. Baiq chooses any polynomial
h(x)=bx. She calculates
u(x)=(hegeh)(x) and sends u(x)
to Max.

3. After the protocol running, Max and
Baiq have the same key, i.e.

K(x)=(F ous £)(x)=(h=y=h)(x).
This is proven as follows
(foueof)(x )=(f o(hogoh)o f)(x)
((feh)ege(hef))(x)
((h=t)=ge(F-n)(x)
(n-(f-g- F)-h)(x)
=(heyeh)(x)
Furthermore, encryption and description
lie in the agreement of the sender and receiver.

In this study, we wuse encryption and
description with function value operations.

72

If there is a message (plaintext) P then
encryption and description use the function

C=K(P). So, we use the inverse principle of
the function in the description.

Simulation of Schemes Based on Polynomial
Composition

Max and Baig will send a message.
They will generate the key. Max and Baiq

agreed to use g(x)=4x+5eF,[x]. Suppose
they choose a polynomial over field F, .
1. Max chooses any f(x)=2x and
counts

=f (8x + 5)
=(16x+10)mod7
=2X+3.

Max sent y(x)=2x+3 to Baig.
2. Baig chooses any h(x)=3x and

counts

=(36x+15)mod7
=x+1.

Baiq sent u(x)=x+1 to Max.

3. After the protocol running, Max forms
a key
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)()

K=(
F(u(f(x)

fo
(
(u(20)
(2x+1

f
f(2x+1)
4x +2

and Baiqg forms a key
K =(hey-h)(x)
=h(y(h(x)))
=h(y(3x))
=h(6x+3)
=(18x+9)mod7
=4X+2.

Note that the key on Max is the same as the
Baiq key.

Encryption:

Max has the message "YANKA". In this case,
Max and Baiq agreed to use a letter conversion
table.

Table 1. Letter Conversion Table

B |/C|DJ|E|F |G |H

A

1 /2 3 |4 |5 |6 |7 |8

I |J | K|/L M N O P
9 |10 /11 12 13 14 15 16
QR[S |T |U |V WX
17 118 119 |20 |21 |22 23 24
Y | Z

25 |0

The message "YANKA" becomes "25-1-14-
11-1". Next, Max does the calculation with
K =4x+2 and he has

73

Il Il
>822z

~

+

N

So, Max gets

25 102
1 6
14 58
11 46
1 6

Furthermore, Max sent “102-6-58-46-6" to
Baig.

Description:

Baigq received “102-6-58-46-6" from Max.
Baiq also has an key K =4x+2. If there is C,
then

Thus, Baiq obtained
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H:Q—z
4
~102-2
4
=25
P2:C2—2
4
_6-2
4
=1
C.-2
==
* 4
_6-2
4
=1
So, Baiq gets
C X
102 25
6 1
58 14
46 11
6 1

Baiq obtained "25-1-14-11-1". He gets the
message "YANKA" with the help of the letter
conversion table.

CONCLUSION

The concept of polynomial composition
can be applied to public-key cryptosystems by
giving special conditions in the form of

functions f(x)=ax and h(x)=bx. Based on

these characteristics, we can form a key
agreement protocol so that the public key
cryptosystem can run well.
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